FORCE

Perspectives on the Internet of Skills:
the next tech wave?

Michele Colli, Industrial IoT Specialist,
10T, Data & Services Innovation, FORCE Technology (mic@force.dk)

Morten Wagner, Head of Department,
10T, Data & Services Innovation, FORCE Technology (mw@force.dk)

Anders Mynster, Head of Department,
10T, Data & Services Innovation, FORCE Technology (apm@force.dk)

Sgren Bronnée Sgrensen, Vice President,
10T, Data & Services Innovation, FORCE Technology (sbs@force.dk)

1/12


mailto:mic@force.dk
mailto:mw@force.dk
mailto:apm@force.dk
mailto:sbs@force.dk

Table of Contents

1. Introducing the “Internet of SKills” ..................ccccriiii e 3
2. The anatomy of the Internet of SKills ..., 5
3. Reflections from an industrial perspective .........cccccvvveviviiiiiiineeeeneen, 7
I ST o= oV (o] o B PP P TP P PP PP POPPPPPPPPN 7
30 O 11 o] USRI 7
IR T I =11 1 1 o P PP P TP PP PP PPPPPPPPPPPPR 8
R H | o] o o] ST PP PPTTR P RPPPPPPPN 8
1Y F= Tl 1 L= g = T o] S PP PP PP PP POPPPPPPPPIRt 8
G [0 1] o T=Tot o T PP P PP PP PPPPPPPPPPPRt 9
I A O[] o= 1110 ] o PSPPI 9
4. Conclusions and “call to action”...................ccooooii i, 10
I 0 AV T = T T 10
.2, IMIPICALIONS L.ttt s 10
G R N 4T c T T Y < PSP 11
e TR I o =TS (=] o U 11
REEIENCES ... 12

2/12



1. Introducing the “Internet of Skills”

The latest advancements in the Internet of Things (IoT) domain — namely the arrival of 5G, enabling high speed,
low-latency and ultra-reliable communication — have enabled new opportunities linked to the fast transmission and
use of large quantities of data. One of these opportunities concerns the adoption of these technologies to transfer
practical skills.

Although isolated examples and pilot applications in these regards have been developed and implemented in the past
few years, the general concept of transferring practical skills over a network had been formalized in 2017 by a team
of researchers from King’s College in London, which labelled it as “Internet of Skills” (I0S) (Dohler et al., 2017; Jung
et al., 2020; Kim et al., 2018).

The Internet of Skills concerns the general ability to transmit practical skills in (near) real-time through the
internet, so third parties all around the world (either humans or machines) can take advantage of such skills to support
their activities, despite physical boundaries such as distance or environmental dangers (Dohler et al., 2017; Jung et
al., 2020). This could include highly specialized doctors remotely performing surgery in particularly inaccessible loca-
tions by visually guiding a robot located as well as world-class piano players remotely teaching the way they perform
a sonata by recording and sharing their wrists’ and fingers’ movements (Koucheryavy et al., 2017) or production
specialists supporting untrained operators in performing assembly, inspection or maintenance processes on the other
side of the globe by using augmented reality.

The Internet of Skills as a scalable concept addresses the need for making very specific or best-in-class practical
skills available, often on a temporary basis and “on-demand”, in parts of the world that are particularly inac-
cessible or very costly to reach, as well as in situations that require them immediately.
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There are three main application domains that have been discussed so far in the scientific literature addressing the
Internet of Skills concept:

=  Medical
= Education
= Industry

Medical. The medical domain includes the remote application of medical skills for supporting both diagnoses and
surgeries. This would be particularly relevant in third-world countries, where highly qualified medical personnel is often
unavailable or simply not able to cope with the demand (Brown-Acquaye et al., 2019), as well as in dangerous envi-
ronments hit, for instance, by war or an epidemic (Dohler et al., 2017), or in environments where the cost linked to
medical operations need to be optimized (Kim et al., 2018).

Education. The education domain includes remote training from highly skilled practitioners in niche areas of exper-
tise, including music or painting, to users all over the world who may not have direct access to such skills (Koucheryavy
et al., 2017; Dohler et al., 2017).

Industry. The industry domain includes the remote decommissioning of industrial operations, such as control opera-
tions, which may be performed taking advantage — remotely - of a digital twin of a factory for instance (Tsokalo et al.,
2019), and service operations, which may be supported remotely by highly skilled experts, reducing their need for
continuous travelling and increasing their capacity, hence reducing the service costs (Dohler et al., 2017). Moreover,
oS could be deployed for the next generation of robots (3.0+), where machines will be supposed to transfer their
learned skills to each other (Haidegger et al., 2019).
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2. The anatomy of the Internet of Skills

The transmission of practical skills over a network and their remote application is catalyzed by technologies such as
haptics — kinesthetics and tactile -, audio and video technologies. On one hand, these and other technologies sup-
port the skills holder - whether a human or a machine - in “reading” the environment where the skills will need to
be applied (e.g. providing data about the status of a machine) and translating its own actions in actions that can
be replicated remotely. On the other hand, these technologies support the skills user — whether a human or a
machine - in replicating the actions performed remotely by the skills holder as well as in providing the latter with
feedback regarding the result of such actions (Figure 1).

In order to be successful, Internet of Skills solutions may be required to transmit these skills with a “zero latency”
feeling. This, from a numerical perspective, is translated in less-than-10 milliseconds latencies — what is called “low-
latency”. 5G can ensure these latency levels while covering 1000-1500 km distances (Dohler et al., 2017; Kim et al.,
2018; Brown-Acquaye et al., 2019). Nevertheless, when the distances to cover are higher (i.e. covering the whole
world), the use of 5G may not be enough. Solutions may involve the combination of different technologies, such Edge
Computing for further reducing the data that needs to be transmitted through the 5G network, and Artificial Intelligence
for forecasting future data inputs from the skills holder and feedbacks from the skills user — an expedient to reduce
the perceived latency (Dohler et al., 2017; Kim et al., 2018; Brown-Acquaye et al., 2019)2.
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Figure 1 - Internet of Skills principle: the remote transmission of practical skills

Given these premises, the anatomy of an Internet of Skills solution consists of three main domains (Brown-Acquaye
et al., 2019; Lema et al., 2017):

= Controller — Skills holder remotely controlling the application of the skills
= Network — Means for transmitting the skills from one location to another

=  Controlled — Skills user applying the skills where needed

! Another research area, concerning “Tactile Internet”, is aiming at remotely providing ‘“tactile feelings” to, for example, remotely
test the quality of textiles. The required technologies, which are currently being investigated, will have to deal with < 1 ms laten-
cies (Le et al., 2020)

2 For more information about 5G and Edge Computing, you can access dedicated whitepapers on forcetechnology.com/en/articles
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Extant research suggests different elements that may be included in such anatomy. These are ultimately dependent
on the application case — skills to be transmitted, transmission distance, skills holders and users characteristics,
etc.. Below, we are going to provide, for each domain, a description of the elements to be included (or potentially
included) in such anatomy (Dohler et al., 2017; Kim et al., 2018; Brown-Acquaye et al., 2019; Jung et al., 2020; Lema
et al., 2017; Al Ja'afreh et al., 2018).

The controller domain may include:

Specialist (human or machine) holding the “skills”

Technology (e.g. haptics, audio, video) to translate skills into data that can be transmitted from the “skills
holder” to the “skills user” as well as to receive feedback data from the “skills user”

Possible: Edge Computing to locally process data inputs from the “skills holder” and minimize the data that
must be transmitted to transmit the skills, consequently reducing the required processing time and latency
(Brown-Acquaye et al., 2019)

Possible: Artificial Intelligence (Al) to analyze the data transmitted from the “skills holder” and forecast the
future data transmissions (e.g. movements), supporting a further reduction of its perceived latency from the
“skills user” (Dohler et al., 2017; Kim et al., 2018)

The network domain may include:

Network (e.g. based on 5G technology) to transfer data from the “skills holder” to the “skills user” as well as
feedback data from the “skills user” to the “skills holder”, ensuring ultra-reliability and low-latency (< 10 ms
within 1000-1500 km distance)

Possible: Slicing of the signal, separating different data sources concerning the skills to be transmitted (e.g.
haptics, audio, video) to reduce the required bandwidth and improve the reliability of the transmission (Lema
et al., 2017)

Possible: Priority system which identifies and prioritizes the transmission of data for applications that require
a low-latency transmission, to ensure the minimum possible latency (Lema et al., 2017; Al Ja'afreh et al.,
2018)

Possible: Path reservation, end-to-end, for high priority data, to increase the reliability of the transmission
(Brown-Acquaye et al., 2019)

The controlled domain may include:

Code/coding techniques to translate data inputs from the “skills holder” into outputs for the “skills user”
“Skills user” (human or machine) applying the skills transmitted from the “skills holder”

Technology (e.g. haptics, audio, video) to receive data inputs from the “skills holder”, support the “skills user”
in its remote application of the skills and transmit feedback data back to the “skills holder”

Possible: Artificial Intelligence (Al) to analyze the feedback data patterns to be transmitted to the “skills
holder” and forecast the following feedback (e.g. movements), supporting a further reduction of its perceived
latency (Dohler et al., 2017; Kim et al., 2018)
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3. Reflections from an industrial

perspective

The industrial domain certainly has its fair share in terms of potential application cases for the Internet of Skills. By

discussing the topic with some of the largest Danish manufacturers, we identified seven main application areas: su-

pervision, control, training, support, maintenance, inspections and calibration.

3.1. Supervision

The adoption of the Internet of Skills concept in a production
environment would enable the remote supervision and con-
tinuous guidance of manual activities, such as assembly pro-
cesses. This would be particularly relevant in three cases:
(1) when processes are particularly complex, (2) when pro-
cesses are performed on components and products that are
continuously changing (i.e. high level of product mix or cus-
tomization) and (3) when resources trained for specific pro-
cesses are not available on a production site.

In the first case (1), by having an additional support to ensure
the correct performance of a complex manual process would
enhance its efficiency, increasing productivity and manual la-
bor capacity.

In the second case (2), by taking advantage of “digital” guid-
ance when dealing with continuously different products
would both support an increase of process efficiency and
make sure that quality standards are met.

In the third case (3), by having specialists remotely supervis-
ing and assisting non-specialized manual labor in their activ-
ities would both enhance process efficiency and provide the
foundations for reducing potential quality issues caused by
the lack of specialization of the deployed manual labor.

In all three cases, the adoption of Internet of Skills based so-
lutions would act as a catalyst for improving the productivity
of manual labor, either by enhancing a higher efficiency level
or by ensuring that quality standards are met, or both. This
would support the reduction of the overall cost of production
operations.

3.2. Control

Vestas

“Wind turbines are constantly increasing in
size and, to facilitate logistics operations, they
are more and more frequently assembled on
the installation site by a local team. It is para-
mount to be able to supervise and, when
needed, to provide practical support to the lo-
cal team to ensure an optimal installation of the
wind turbine. Because of that, companies like
Vestas are facing an increasing need for de-
centralizing their practical skills to support their
operations on a global scale, and the Covid-19
pandemic highlighted how this can become a
significant challenge. This is why we just
launched a new AR-based solution to support
our technicians in their assembly operations”.
- Emre Yldiz, Digitalisation and Simulation
Lead.

On top of the supervision capabilities remotely provided by Internet of Skills solutions, there is the possibility to re-

motely control operations. This would be particularly relevant in highly automated environments where control activi-

ties are rarely needed yet, when needed, they depend on highly skilled personnel. Examples of application cases
can be a ship passing through a channel during its intercontinental journey, or the need for setting up production

equipment every time a new product is introduced in the mix.

In these type of scenarios, a remote control solution would either support labor cost reduction by cutting the need
for having highly specialized manual labour constantly available, or the reduction of downtime by cutting the need
for waiting for highly specialized manual labour when this is not constantly available.
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Furthermore, the ability to remotely control operations would enable their centralization. In the case of complex pro-
duction or supply chain systems, this can facilitate the improvement of the overall operational performance, by opti-
mizing the orchestration of its different activities from a system perspective, ensuring a global optimum instead of
sub-optimizing each one of them.

Stenhgj Holding

“The Internet of Skills concept has already
been partially explored from Stenhgj Holding,
especially in regard to augmented reality.
While there is still some hesitance about the
adoption of these tools for supporting daily op-
erations — mostly due to employees not feeling
“natural” using them on a continuous basis -
augmented reality is currently being applied for
facilitating training activities dedicated to the
improvement of internal safety - for instance,
facilitating employees in learning how to deal

3.3. Training

The Internet of Skills concept may act as a natural extension
of existing training tools. One of the most relevant examples
are learning platforms collecting documents and videos
about different business procedures. Over the past years,
these platforms had been increasingly deployed to decen-
tralize training activities, increasing their flexibility and reduc-
ing the related cost.

While these platforms concern the transfer of knowledge, the
Internet of Skills promises to extend the training capabilities
to a practical level, spanning from the execution of produc-
tion activities in a new factory to the assembly of a com-
pletely new product.

This would support companies in improving both the effi-
ciency as well as the safety of their operations at a reduced
cost and with a significantly higher degree of flexibility. In
fact, employees would have access to new practical skills
“‘on demand’, anytime these are needed and anywhere
these are needed, cutting all the lead times, costs and dis-

with a new plant layout”. — Henrik Berg
Jepsen, Head of Digitalization.

turbances related to the physical presence of a trainer.

Nevertheless, this would also act as a further support for any
change process due to its time- and cost-efficiency and to its
scalability, as different people based in different locations
could be trained simultaneously.

3.4. Support

The application of Internet of Skills solutions would enable equipment producers to provide prompt support anytime
one of their customers experiences issues while using their equipment.

This would be particularly valuable, for instance, when unplanned breakdowns are experienced in remote locations -
such as on ships located in the middle of the ocean, where normally it would require few hours or even days for the
support team to physically reach the problem, entailing a long equipment downtime and the consequent missed prof-
its.

For the same reason, the application of Internet of Skills solutions would also be beneficial in environments where
fast problem solving is particularly important — such as in fish processing companies, where an unplanned production
stop implies high costs related not only to the missed profit, but also to the perishability of the high-value raw material
which, after a certain amount of time, would be discarded.

3.5. Maintenance

The capability to remotely transmit practical skills would enable equipment producers to outsource to their customers
the maintenance of their own equipment. Examples of relevant application cases may be the maintenance on an oil
rig, where today the equipment producer has to send a team of highly specialized technicians in the middle of the
desert or the ocean. Through an Internet of Skills solution, the maintenance provider could be able to notify their
customers when maintenance is needed, and to have specialists’ remotely assisting a local maintenance team while
performing maintenance activities.

This would lead to a reduction of the maintenance costs obtained by cutting the travelling time and costs required for
making maintenance specialists from the equipment producers available. Nevertheless, this would remove systematic
uncertainties related to possible travelling restrictions.
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3.6. Inspections

The adoption of Internet of Skills solutions would support the feasibility of inspection activities, such as Field Intensity
Gradient Scanning, Non-Destructive Testing or Concrete inspections. These inspections are not only very time con-
suming, but they also require very specific skills in order to be performed successfully. As these skills are held by a
very limited amount of people in the world, the performance of such inspection activities entails a high cost and a long
lead time due to the travelling time required for them to reach the different inspection locations. The Internet of Skills
concept could be used to make these skills available remotely, digitally connecting operators located where the in-
spections need to be performed to the highly specialized skills holders, so they could remotely guide and supervise
the inspection processes, after shipping the needed equipment.

By reducing the need for travelling, the number of inspections that the few specialists holding such skills would be
able to perform in one day would increase, leading to an increase of their capacity and related turnover and to a
reduction of the inspections’ cost. This would lead to an increase of the profit margin for the companies providing the
inspections and/or to a reduction of the related costs for the companies needing the inspections.

3.7. Calibration

The possibility to transfer practical skills taking advantage of the Internet of Skills could also be applied to remotely
support (or perform) the calibration of production equipment. This is particularly relevant for production equipment
suppliers which, due to a servitized business model, are responsible for its correct functioning during its entire lifecy-
cle.

Coupled with the capability to remotely monitor the performance of the equipment, the possibility to remotely calibrate
it could save the equipment supplier a significant amount of man-hours and of travelling related costs as well as
provide it with a competitive advantage, by reducing the downtime experienced by the equipment users anytime a
calibration is needed.
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4. Conclusions and “call to action”

In the analysis of its anatomy, we could see how the Internet of Skills concept is enabled by several different digital
technologies. Nevertheless, through the study of its application cases, it had been made clear how the Internet of
Skills is not about the technologies themselves, but about their use to transmit effectively practical skills
from one place to another over a network.

Depending on the case, an Internet of Skills solution may be supported by different data inputs and outputs - such as
audio, video, haptics, machine data or all of them at the same time — and, consequently, by different technologies.
The same discussion goes with the latency requirements: depending on the case, low-latency may be required - with
the adoption of Al and Edge Computing for supporting its reduction — or not. In other words, the “center of gravity”
for the anatomy of any Internet of Skills solution is represented by its application-specific needs.

By successfully addressing them, the remote transmission of practical skills — whether from- and to humans or ma-
chines — might be paving the way for significant productivity improvement and cost reductions, as well as for the
enabling of entirely new ways to take advantage of practical skills and to generate revenue streams out of them.

4.1. Advantages

These possibilities depend on the ability to make best-in-class (or simply “good enough”) practical skills available
potentially anywhere and anytime, depending on the actual needs.

When contextualized in the industrial domain, the Internet of Skills concept shows undoubtedly interesting potentials.
All of the discussed application cases seem to be able to translate the adoption of Internet of Skills solutions into an
increase of productivity and production capacity, leading to cost reduction and competitiveness increase.

From the skills user perspective, these benefits would be linked to, for instance, the reduction of potential quality
issues, the increase of process efficiency or the reduction of downtime. From the skills holder perspective, benefits
would be linked to the reduction of “non-value adding activities” - such as travelling — and the increase of utilization of
specialized workforce. This would increase capacity and output with the same amount of resources, leading to a
reduction of the cost (and/or an increase of profitability) related to the provision of such skills. Nevertheless, this would
also reduce the “cost barrier” that skills users have to deal with when in need of specialized skills, hence increasing
their applicability in the market.

From a general perspective, we can say that the Internet of Skills concept is particularly interesting for all those whose
success-critical skills are either continuously available but poorly or inefficiently utilized, or unavailable and challeng-
ing to retrieve when needed.

“..the Internet of Skills concept is particularly interesting for all those whose
success-critical skills are either continuously available but poorly and ineffi-
ciently utilized, or unavailable and challenging to retrieve when needed”.

4.2. Implications

Together with the advantages, the capability to digitally provide or take advantage of practical skills remotely and on-
demand brings several implications that must be taken into account.

One of the research papers that had been reviewed argued that as the internet enabled the democratization of
knowledge, the Internet of Skills will enable the democratization of skills. Nevertheless, as the democratization of
knowledge also led to what we call “fake news”, the democratization of skills may also lead to the diffusion of “fake
skills”. It will become fundamental to verify their legitimacy.
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In the same way, cybersecurity will play a crucial role in avoiding skills hacking, which may cause disastrous situations
such as the crash of a container ship in a channel, or the physical harming of a welding operator which has been
wrongly guided during a welding process.

In addition to that, it is worth considering that, having such skills available remotely and on-demand, there will be less
need for specialists — the fewer will be higher utilized — and more need for generalists that could digitally interact with
the remotely located specialists.

At the same time, there will be a positive impact on the capability to handle a high variance of tasks, facilitating the
increase of customization possibilities and decoupling it from an increase of the cost. This would deeply affect several
make-or-buy decisions.

Moreover, the ability to collect specialists digitally and on-demand from different areas in the world will affect compe-
tition: low labor cost countries will more easily scale up the selling of their practical skills to high labor cost countries:
dental and mechanical skills will, for instance, be outsourced to low labor cost countries, as programming skills are
outsourced nowadays.

4.3. A new wave?

The Internet of Skills discussion is certainly in an emerging phase: the availability on an academic portal such as
Scopus of only 11 papers, all published after 2017, clearly shows it. However, as it often happens in technology, the
concept behind the label is not entirely new: what has been labelled as “Internet of Skills” is, in fact, an umbrella that
covers all of those application cases involving the use of technology for transmitting practical skills. Assistance tools
based on augmented reality to support assembly or training activities are not new, as we heard from Vestas and
Stenhgj Holding. Nevertheless, the availability of new technologies supporting it — such as 5G — and the establishment
of a term that collects them focusing on the core intention — the remote availability of practical skills on-demand - may
indicate an increasing interest in this domain, and may result in a growing trend, both development and adoption-
wise.

For sure, the travelling restrictions that characterized the past 17 months due to the COVID-19 pandemic highlighted
how the availability of practical skills can be critical for all kinds of businesses worldwide, and how this topic can be
extremely relevant.

From our end, it was important through this work to investigate the current state-of-the-art concerning the Internet of
Skills, providing practitioners with a clear overview of the topic and understanding where some of the future compe-
tences, technologies and business models might have to be focused.

4.3. The next step

Although both the research and the industrial communities highlighted what are the key elements composing an
Internet of Skills solution what are the currently most relevant application cases, there still are gaps that need to be
closed to ensure the adoption of the Internet of Skills on a larger industrial scale.

From a technology perspective, the main gaps regard the availability of more efficient codes for processing skills data,
the standardization of such codes to enable the scalability of 10S and avoid vendors lock-ins, and better use of Edge
Computing and Al to reduce latency during the transmission of skills data.

From an application perspective, the main gaps regard the understanding of the most relevant users and application
cases to focus on as well as practical guidance concerning the implementation of such solutions and the assessment
of their business cases.

FORCE Technology is closely following the continuous evolution of the Internet of Skills and is trying to close some
of these gaps, in collaboration with its industrial and academic partners. If you are part of a company or an institution
that is dealing with Internet of Skills-related projects, or if you would be interested in exploring its potential applications
in your context, you can reach out to us (Michele Colli, corresponding author, mic@force.dk).
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